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Access
Control

Access control is the underlying function built into every
Time&Space system. It deals with data about users, badges,
access points and access rights. It also manages physically
connected devices, handles alarms and collects event logs.
All this provides the application framework for accommodat-
ing other higher level and add-on software modules, such as
visitor management, video integration, working time clock-
ing and time & attendance management.



Live control Visual monitoring

Access control functionality is based on maintaining structured ac- All access events, such as
cess profiles with programmed rules about who may enter, where granted and rejected access,
and when. During normal operation, this information is automati- alarms and other signals are
cally distributed to access controllers which are then capable of per- gathered by the system and
forming access control autonomously. In case of a communication shown in realtime. Live mon-
dropout this will assure uninterrupted operation. itoring view provides spatial
awareness by showing ani-
mated events popping-up on
a floor plan.

Once the commmunication is restored, all accumulated event logs will
be automatically transferred to the system. During the normal online
operation, doors can be controlled live directly from the software.
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Alarm 'Unauthorized access attempt’ (ID: 7) Deactivated on controller 'Spica Zone Spot' (ID: 7).
User Angeli Orr (Badge: 171448) has made docking Pass at reader Reader 1 (ID: 13) on controller Spica Zone Spot (ID: 7).

Unknown user {Badge: 616217096) has attempted docking Rejected access (Missing profile) at reader Reader 1 {ID: 13) on controller
Spica Zone Spot {ID: 7).

Alarm 'Unauthorized access attempt’ (Details: 5§16217098) (ID: 7) Triggered on controller 'Spica Zone Spot’ (ID: 7).
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Connection: Space APT

Reader 1 (ID: 13) x Reader 1 (ID: 13) x

Event Event
User  Claus Cloy User  Ben Oglesbee
DatefTime  02/07/2019 10:58:00 DatefTme  25/04/2019 12:07:11
Event Departure Event  Rejected access (Missing profile)
Reader  Reader 1 (ID: 13) Reader  Reader 1 (ID: 13)
Details Details
Badge | N/A Badge | 140573
Org. unit | Office Org. unit | Actors and actresses
Location | North America Location | North America
Employment | Part-Time Employment | Part-Time
Gender | Female Gender | Male
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Alarm management

The system provides powerful alarmm man-

agement platform with user

definable

alarm categories, priority levels and auto-
matic alarm handling workflow.

Realtime notification

Alarm | Triggered by input 1 (ID: 9)
Status | Triggered
Date/Time | 25/04/2019 11:54:41
Controller | Spica Zone Spot (ID: 7)
Alarm Group | Critical
Actions
) Admowledge
% Deactivate
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Alarms and other events can be redirected to external recipients using various realtime notification
methods, such as mail or text.

Event Log - Time&Space Manager

File Edit View Event Report Tools Help E V e n T I 0
:E.; Eh\; & 9p = B _;} =N | [<anreagers> %] [25/03/2015 00:00:00 - 26/06/2015 00:00:00 [E]] [ <Al Access Events> - g
Time&space [ <Authentic and Manual Even ~ | | <Valid and Disabled Events = | [<All O units> %] [ <Location> - > -
£ banges <Gender> - )
Fingerprints User [Event [Location [Detailed access status ~ EVe Nt | Og IS O rg an-
Access Groups and Areas Elondell Gillings Zone Touch@Z1TSLO . . .
Cnoae P o e ized by various crite-
Fraze Wybamn Zone Toud . .
& hunorsson - o ria and allows quick
Bl-Space Charline Hamblin Zone Touch@Z1T5LO0 .
0 e pe——— Lone touencr 1o and deep forensic
Talyah Honnan Zune Touth@Z1TSLO Sea rCheS
Consalve McPhate Zonc Touch@®Z1T5LO .
Petronia Clabburn Zone Touch@Z1T SLO
Inne<ru Rianea - Zane Touch@71T 510
lonescu Bianca - ulia Zone Touch@Z1TSLO  Missina prafile
Jenn Torricina Zone Touch@Z1T5LO
Oran Annesley
Connor Phaenix
June Freiberg
Angeli rr
Julissa Caiger
Vachel Wignall
Lise Dnssell
Haily Kiupp Pasy
Cmelia Taaffe Pass Zone Touch@®Z1T 5L0
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b = M T 19042019 - 271/04/2019 | <All Users> X <All User Accounts> X | <Al entities> -
Time&Space [<all actions> ~ | <Al applications> -
Dadges
. . Users Workstal Application Us Entity At Details Status A
Audit log option can Fingerarints
Access Groups and Areas 26/04/2019 12:28:14 1 Device Administration Portal  Connor Phoenix  Controllers Enable Mame= Web Clocking Portal OK
be u Sed as t h e u | - Presence 26/04/201812:28:13 1 Device Administration Portal ~ Connor Phoenix  Contrallers Disable Hame= Web Clocking Portal OK
. . = :‘I.Itdﬂ\: Il:gg 2b/0472019 12:28:11 =1 Device Administration Fonal Lannar Fnoeni Lontrallers Kecontigure Name= Web Llocking Fornal UK
timate so I ution fo r Application Audit log 26/04201312:20:10  127.0.01 Device Administration Portal  Connor Phoenix  Contrallers Cdit Hame— Web Clocking Portal OK
. . Transaction Ludit log 26/04/2019 12:23:10 127.001 Device Portal = Db o L ontrall Eddit R = \Alah Clackis Dartal OK
d ata In teg rlty C h a | - g ':"thﬂ"mﬁﬂ" 26/04/201912:27:26 =1 Device Administration Portal | (8 Audit Details - m} *
. pace 26/04/201912:27:22 =1 Device Administration Portal _ . .
| enges. It s Oﬁ',e N e 26/0472018 12:27:22 =1 Device Administzation Portal] s defam' 26/01/2018 123808 s <>
. 26/04/201912:24:57  R-UROSK10:spicasi  Time&Space Manager Date/Time 26/04/2019 12:38:08
req Ul red fO r | a I'g er 26/04/20191224:57  127.0.01 Time&sSpace Manager User Conner Phoznbx
26/04/2019 12:24:45  R-UROSK1O.spitasi  Time&Space Manager Application Time&Space Manager
SySte ms beca use Of 26/04/201912:24:45  127.0.0.1 Time&Space Manager Artinn Fdit (Time Fuents)
. . 26/04/201912:22:15  RUROSKIO:spicasi  Time&Space Manaper Status oK
h Ig her secu rlty de— 26/04/201812:22:15  127.0.01 Time&sSpace Manager I
. 26/04/20191221:53  RUROSKIO:spicasi  Time&sSpace Manager Oid value Arrival 1258, 01/04/2018
man dS or p riva Cy 26/047201812:21:53  127.0.0.1 Time&Space Manager New value Arrival 13:15, 01/04/2019
26/04/20191221:37  R-UROSK1O:spicasi  Time&Space Manager Employees Ben Oglesbee

protection standards.
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Built-in simple time calculation  Card readers

Even without dedicated time & attendance module, Zone Access controllers offer broad sup-
hours worked by interns, part time workers, freelance port for leading card reader brands and
staff or subcontractors can be tracked by using a sim- models, such as HID iClass series. More
ple working time model, such as “all weekdays from specific information about support for
8:00am to 6:00pm excluding Sundays”. Any number of particlar brand/model is available upon re-
working intervals can be configured. quest.

Some of other advanced features:

Local Anti-Pass-Back*

Token based Global Anti-Pass Back*
Toggle access mode

Two-man rule

Elevator control*

Template-on-card*

*hardware based features

Biometric readers

Time&Space system offers advanced support for biome-
tric readers from Idemia (Morpho Lite) and TBS (2D and
3D readers), both using fingerprint for identification.
More details are available in separete Morpho Integra-
tion and TBS Integration brochures. Other biometric
readers can be supported upon request.

For more information please see related Time&Space brochures:

Best Together — Ceneral Time&Space brochure

System Description — Overall Time&Space system description

Zone Access - Access controllers by Spica

Front Space - Visitor management module

Milestone Integration - Video integration with Milestone Xprotect

Morpho Integration - Support for Morpho Sigma and Sigma Lite biometric readers by Idemia
TBS Integration - Support for biometric readers by TBS

Biometrics and Time&Space - Whitepaper with general info
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